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Analysis of E-mail Sample Correlation
Based on Social Engineering

LIANG Hong', ZHANG Hui-yun®, XIAO Xin-guang’
(1. National Computer Virus Emergency Response Center, Tianjin 300457, China; 2. Antiy laboratory, Harbin
Heilongjiang 150028, China )

Abstract: Starting from the email attacks and hazards of view based on social engineering,
the paper deeply analysis email attacks based on social engineering. Currently, email attack based
on social engineering techniques is a common method of attack, and is an important channel of the
malicious code. This paper relies on a number of captured events, and correlative analysis attack
method by means of communication and attachment file of email. Finally, by extracting similar
characteristic, the paper digs out more similar attack email, and gives the overall correlation analysis
and summary.

Key words: social engineering; E-mail; malicious code; sample
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